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INTRODUCTION 
 
1. Scope and purpose 

 
1.1. Part One of this policy sets out how the HiQ Group and its related companies (HiQ, we, our, us) collects, uses, 

discloses and manages personal information. The Policy also sets out how HiQ complies with the Privacy Act 

1988 (Cth) (Privacy Act) and the Australian Privacy Principles (the APPs) in respect of our workers, customers, 

suppliers and contractors. 

 

1.2. This Policy applies to all employees, volunteers, contractors and sub-contractors when working with our 

stakeholders, including supplies and customers.  

 

1.3. Part Two of this Policy sets out HiQ's duties and responsibilities regarding matters relating to workplace 

surveillance and privacy. 

 

1.4. The APPs can be accessed at Read the Australian Privacy Principles | OAIC. 

 

PART ONE - PRIVACY POLICY 
 

2. What is your personal information? 

 

2.1. The term “personal information” is defined by the Privacy Act, as information or an opinion (whether true or 

not) that can reasonably identify a person or does identify a person whether the information is "recorded in a 

material form or not". 

  

2.2. The types of information that are obvious, include: 

(a) name; 

 

(b) telephone number(s); 

 

(c) address(es) (postal, email, etc); 

 

(d) gender; 

 

(e) age and date of birth; 

 

(f) signatures, 

 

(g) photographs,  

 

(h) biometric data, such as facial recognition or fingerprints. 

 

2.3. In addition to the obvious forms of information, "personal information" can include a combination of certain types 

of data, which can reasonably identify a person, such as: 

 

(a) the IP address of a computer or other device,  

 

(b) location data (eg from a mobile device's GPS), or 

 

(c) Australian Business Numbers. 
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2.4. Examples of what is not Personal Information include: 

 

(a) a record of an individual’s activities that does not contain and cannot reasonably be linked to any identifying 

detail of the kinds described above. If the person's identity can reasonably be ascertained from the record 

itself, then it is considered "personal information"; and 

 

(b) any set of aggregated data drawn from individuals’ activities to the extent that it cannot be reverse-

engineered to identify any of those individuals (e.g. demographic information). 

 

2.5. For employees, the types of personal information may also include: 

  

(a) profession, occupation or job title; 

 

(b) driver's licence or passport details; 

 

(c) Citizenship details; 

 

(d) Indigenous identification; 

 

(e) Banking details; 

 

(f) Tax file number; 

 

(g) Superannuation details; 

 

(h) Emergency contact details; and 

 

(i) biometric data, such as facial recognition or fingerprints. 

 

3. Dealing with personal information  

How personal information is collected by HiQ? 
 

3.1. Personal information will only be collected by lawful and fair means, not in any unreasonably intrusive way. For 

example: 

(a) through your access and use of our websites, see [3.3] below; 

 

(b) when a supplier is added to the accounting system for the purposes of payment; 

  

(c) where you apply for a position with HiQ; 

 

(d) during conversations between you and our representatives;  

 

(e) through liaising with third-party law enforcement agencies, including for example Transport for NSW for 

licence and demerit point details for our drivers. 

 

3.2. Except as listed above at 3.1(e), personal information will generally be collected directly from an individual either 

through the use of any of our standard forms, in person, over the internet, via email, or through a telephone 

conversation. HiQ may collect personal information about an individual from application forms, registration forms, 

in our engagement with you, and from third parties. 
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3.3. During the course of our business activities we may use "cookies" to measure and analyse internet traffic patterns. 

If you do not wish to receive cookies, you can set your browser so that your computer does not accept them. 

Please note that some services or features of our website will not function well if cookies are disabled. We may 

log IP addresses (that is, the electronic addresses of computers connected to the internet) to analyse trends, 

administer the website, track user movements, and gather broad demographic information. 

 

3.4. Personal information may also need to be disclosed so that we can provide services to you.  For example, other 

third parties such as courts and tribunals, law enforcement, regulatory authorities and other services providers 

relevant to the provision of services. 

 

3.5. Where third parties require access to perform their function, by giving your personal information, you consent to 

us disclosing this personal information to third parties for any purpose related to purposes set out in this Policy. 

 

3.6. Unsolicited personal information is not usually collected, but where we receive unsolicited personal information, 

we will determine whether or not it would have been permissible to collect that personal information if it had been 

solicited. 

 

(a) If we determine that collection would not have been permissible, to the extent permitted by law, - we will 

destroy or de-identify that personal information as soon as practicable. 

 

(b) If we determine that collection would have been permissible, we will treat that information in accordance 

with this policy. 

How is personal information used by HiQ? 

 

3.7. We never use or disclose your personal information for any secondary purpose unless one of the following 

applies: 

 

(a) That secondary purpose is related to the primary purpose for which we collect that information and you 

would reasonably expect the disclosure in the circumstances; 

 

(b) You have given us your consent; 

 

(c) The disclosure is necessary for a law enforcement purpose or to protect the safety of an individual or the 

public. 

 

3.8. Your personal information will not be shared, sold, rented or disclosed other than as described in this Privacy 

Policy or as required by law. 

 

3.9. For example, HiQ may use personal information, as follows: 

 

(a) To process applications for employment or contracts with HiQ Group;  

 

(b) To provide products and services to you and to send communications requested by you; 

 

(c) To answer enquiries and provide information or advice about our products or services; 

 

(d) To assess the performance of our websites and to improve the operation of these websites; 

 

(e) To conduct business processing functions, including providing personal information to our related bodies 

corporate, contractors, service providers or other third parties; 
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(f) For the administrative, marketing (including direct marketing), planning, product or service development, 

quality control and research purposes of HiQ Group, its related bodies corporate, contractors or service 

providers; 

 

(g) To provide your updated personal information to our related bodies corporate, contractors or service 

providers; 

 

(h) To update our records and keep your contact details up to date; 

 

(i) To process and respond to any complaint made by you; and 

 

(j) To comply with any law, rule, regulation, lawful and binding determination, decision or direction of a 

regulator, or in co-operation with any governmental authority of any country. 

 

3.10. From time to time, personal information may be used by HiQ, or provided to applications that assist HiQ comply 

with its recordkeeping requirements and/or to retain and organise information about its contractors and suppliers.  

Such applications include, but are not limited to: 

 

(a) Kynection  

How is this application used: 

This application is used by HiQ to compile sub-contractor information, including: 

(i) addresses,  

(ii) ABN,  

(iii) Sub-contractor employees details,  

(iv) sales force data,  

 

(b) Qualigy (part of Kynection)  

How is this application used: 

This application is used by HiQ to store employees data relating to NHVR electronic work diary 

recordkeeping obligations, such as drivers licence numbers, and data referred to above at [2.5] of this 

policy. 

 

(c) Rapid (Decommissioned June 2026 and records deleted after statutory retention period expiry) 

How is this application used: 

This application stores employee data such as is listed above at [2.5] of this policy. 

 

(d) Konekt portal  

How is this application used: 

This application stores the medical files of employees for NHVR and other legislative purposes. 

 

(e) First Choice Diagnostic  

How is this application used: 

This application stores drug testing results for employees and subcontractors, and stores details as listed 

above at [2.5] of this policy. 

 

(f) Fitness For Work  

How is this application used: 

This application is used to review medical data for onboarding employees to ensure that they are fit to 

perform work that may be assigned to them from time to time. 

 

(g) Secwatch  

How is this application used: 
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This application captures and stores CCTV data from HiQ sites. Persons who are entitled to access the 

program are required to provide their names in order to obtain swipe-card access. 

 

(h) Go Live  

How is this application used: 

This application captures and stores CCTV data from HiQ fleet cars and machines. 

 

(i) KMaaS  

How is this application used: 

This application requires driver- phone details for key access to be uploaded. 

 

(j) ERP - Exact Globe 

How is this application used: 

We store customer and supplier names, addresses and email addresses: 

(i) For customers we store account application forms; and 

(ii) For Suppliers we store bank account details 

 

(k) Mandalay (Weighbridge Transactions) 

How is this application used: 

This application stores names and addresses.  

 

(l) Salesforce 

How is this application used: 

This application stores customer names, ABNs, addresses and contact information, including email 

addresses. 

 

(m) HR3 (Payroll system) - (Decommissioned from June 2026 but records will be maintained on this 

application for 7 years to comply with HiQ's statutory obligations before being permanently deleted). 

How is this application used: 

This application stores employee information as listed above at [2.5] of this policy, including names, 

addresses, emails, pay details, next of kin, contact details, and pay history. 

 

(n) Elmo - commencing May 2026 

How is this application used: 

This application stores employee information as listed above at [2.5] of this policy, - including names, 

addresses, emails, pay details, next of kin, contact details, and pay history,  

 

(o) NoahFace (Elmo program) - commencing June 2026 

How is this application used: 

This application is used in conjunction with Elmo to collect biometric data relating to the employee's face, 

but not a photo of the employee, for the purposes of clocking in and out for shifts. 

 

Employees will be issued with specific information about this application, how NoahFace stores their data 

and how, if they require, they can "opt-out" and be provided with a way to clock in/out without using the 

biometric data of their face. 

 

3.11. Your personal information will not be sold for the purpose of direct marketing. From time to time, we may send 

marketing materials to our customers and suppliers directly. You can opt-out of direct marketing for any reason 

by notifying us in writing (see below for details at [5]). 

What happens if HiQ cannot collect your personal information? 

 

3.12. If you do not provide us with the personal information described above, some or all of the following may happen: 

 



 

PRIVACY POLICY 
INTEGRATED MANAGEMENT SYSTEM 

CA-PS-05 

   

July 2026 
This is a HiQ Group Controlled document. Master Copy available via HiQ Group Document Index. If printed this 

is an uncontrolled document. 
Page 6 of 12 

 

(a) We may not be able to provide you with the requested products or services, either to the same standard 

or at all; or 

 

(b) We may not be able to employ you or contract you or your business, particularly if we are required to liaise 

with law enforcement to confirm your driving record and fitness to perform work for us. 

Where may your personal information be disclosed?  
 

3.13. We may disclose your personal information to: 

 

(a) Our employees, our related bodies corporate, contractors or service providers for the purposes of operation 

of our websites or our business activities, fulfilling requests by you, and to otherwise provide products and 

services to you; 

 

(b) Web hosting providers, those services' systems administrators, mailing houses, couriers, payment 

processors, data entry service providers, electronic network administrators, debt collectors, and 

professional advisors such as accountants, solicitors, business advisors and consultants. 

 

(c) The third party providers that we use each may have their own Privacy Policies, if you would like a copy of 

a third-party privacy policy, please contact enquiries@hiq.au where you will be directed to the relevant 

contact for a copy of the third party Privacy Policy. 

 

3.14. We may disclose personal information to our related bodies corporate, third party suppliers and service providers 

located overseas for some of the purposes listed above. We take reasonable steps to ensure that the overseas 

recipients of your personal information do not breach the privacy obligations relating to your personal information. 

 

4. Securing and Protecting Personal Information 

 

4.1. We may hold your information in either electronic or hard copy form. We take appropriate security measures to 

protect your personal information against unauthorised access - or unauthorised alteration, disclosure or 

destruction, interference or loss -.  

 

4.2. The steps that we may take to ensure your personal information is protected may include: 

 

(a) Periodic internal reviews of our data collection, storage and processing practices and security measures 

at our discretion,  

 

(b) deploying physical security measures to guard against unauthorised access to systems where we store 

personal information such as swipe cards and multi-factored password protection.  

 

4.3. Our websites are linked to the internet, and as the internet is inherently insecure we cannot provide any assurance 

regarding the security of transmission of information you communicate to us online.  We also cannot guarantee 

that the information you supply will not be intercepted while being transmitted over the internet. Accordingly, any 

personal information or other information which you transmit to us online is transmitted at your own risk. 

 

4.4. Personal information is held only for as long as the personal information remains relevant to the purpose for 

which it was collected, or as required by law, including: 

 

(a) Fair Work Act 2009 (Cth), 

 

(b) Income Tax Assessment Act 1997 (Cth), 

 

(c) A New Tax System (Goods and Services Tax) Act 1999 (Cth).  
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4.5. As required by the Privacy Act, when the information is no longer reasonably required, HiQ will take reasonable 

steps to securely destroy or de-identify the personal information, including recorded video surveillance footage. 

 

5. Direct marketing communications 
 

5.1. In addition to [3.11], we may send you direct marketing communications and information about our products and 

services that we consider could be of interest to you.  

 

5.2. These communications may be sent in various forms, including mail, SMS, fax and email, in accordance with 

applicable marketing laws, such as the Spam Act 2003 (Cth).   

 

5.3. You consent to us sending you those direct marketing communications by any of those methods.  If you indicate 

a preference for a method of communication, we will endeavour to use that method whenever practical to do so.   

 

5.4. You may, at any time, opt-out of receiving marketing communications from us by contacting us by 

enquiries@hiq.au or by using opt-out facilities provided in the marketing communications. We will then take all 

reasonable steps to ensure that your name is removed from our mailing list.  

 

5.5. We will not provide your personal information to other organisations for the purposes of direct marketing. 

 

6. Access and correction of personal information 

 
6.1. HiQ take all reasonable steps to ensure any personal information we collect, use or disclose is up to date and 

accurate.  

 

6.2. If you believe personal information we hold about you is not up to date or is inaccurate, you may ask us to correct 

it. There is no fee for our conduct to amend our records that you identify are incorrect and ask us to amend. 

  

6.3. You may also ask us to provide you with details of the personal information we hold about you, and copies of that 

information. We will respond to your request and attempt to provide you with the data within 30 days of receipt of 

your request. Unless you are an employee of ours, we may charge you an administrative fee for responding to 

your request to receive a copy of our records relating to you. 

 

6.4. Even if you do not submit a request, if we are satisfied that, having regard to the reasons for which we hold your 

personal information, that personal information is inaccurate, incomplete, out-of-date, irrelevant or misleading, 

we will take reasonable steps to correct that information.  

 

6.5. Please direct all enquiries about correction and requests for access to enquiries@hiq.au.  

 

6.6. If we refuse to provide you access or correct your personal information, we will provide you with written reasons 

for our refusal. 

 

7. Complaints  

 

7.1. Enquiries or concerns about privacy matters, including complaints about how we handle your personal 

information and concerns that we have breached the APPs should be made in writing to our Privacy Officer at 

the address below or by calling 1800 261 666: 

 

The Privacy Officer 

PO Box 699, Hoxton Park, NSW, 2171 
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enquiries@hiq.au   

 

7.2. We will respond to all queries as quickly as possible and as confidentially as reasonably practicable. We will aim 

to ensure that your complaint is resolved in timely and appropriate manner.  

 

7.3. If you do not consider our response satisfactory, you may contact the Australian Privacy Commissioner online or 

by telephone on 1300 363 992. 

 

8. Changes to our privacy policy 

 
8.1. We may change this privacy policy from time to time.  Any updated versions of this privacy policy will be posted 

on our websites. 

 
8.2. This policy does not form part of any employment contract or independent contractor agreement. HiQ may vary, 

replace or terminate this policy at its sole discretion. 

 
8.3. This privacy policy was last updated on 10 July 2026. 
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PART TWO - WORKPLACE SURVEILLANCE 
 

9. Surveillance in the workplace 

 

9.1. In addition to HiQ's privacy obligations, HiQ has obligations in relation to workplace surveillance which relate, in 

part, to privacy. 

 

9.2. HiQ's objective is to provide an environment for all staff, contractors, suppliers, customers and visitors which is 

safe, respectful and productive. The purpose of Part 2 of this policy is to provide a transparent approach, in 

addition to those privacy principles outlined above, to workplace surveillance, the use of monitoring devices and 

the use of electronic platforms (including social media). 

 

10. Definitions 

 
10.1. In Part Two of the policy, the following terms mean: 

 

(a) "camera surveillance" means surveillance by means of a camera that monitors or records visual images 

of activities on HiQ premises such as CCTV. 

 

(b) "computer surveillance" means surveillance by means of software or other equipment that monitors or 

records the information input or output, or other use, of a computer (including but not limited to, the sending 

or receipt of emails and accessing the internet). 

 

(c) "HiQ premises" means any workplace, building, yard or other place where work is undertaken in the name 

of HiQ which is operated, whether owned or leased, by HiQ and may include: 

 

(i) HiQ Heavy Vehicles regulated by any National Heavy Vehicle Law, and 

 

(ii) HiQ fleet vehicles.  

 

(d) "listening devices" means a device used to listen to sounds but does not include hearing aids or similar 

device used by a person with impaired hearing to overcome the impairment. 

 

(e) "NHVR" means the National Heavy Vehicle Regulator. 

  

(f) "surveillance information" means the information obtained, recorded, monitored or observed as a 

consequence of either camera surveillance, computer surveillance or tracking surveillance. 

 

(g) "tracking surveillance" means surveillance by means of an electronic device, including in HiQ Heavy 

Vehicles or HiQ fleet vehicles, which has the primary purpose of tracking, monitoring and recording 

geographical locations or movements, including: 

 

(i) GPS tracking, and 

 

(ii) Speed monitoring.  

 

(h) "workplace" means HiQ premises, any other place where HiQ employees work or persons completing work 

on behalf of HiQ as contractors. 
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11. Notice of surveillance 

 

11.1. HiQ maintains the right to conduct surveillance and provides notice of this in writing pursuant to this policy, as 

well as the terms of the surveillance as set out in the terms and conditions of the employment (or contractor 

agreement). 

 

11.2. The kinds of surveillance that may be carried out, are: 

(a) Monitoring and capturing of activities on CCTV cameras, which may include sounds where legally 

permitted and where notice has been provided. 

 

(b) Vehicle tracking to monitor speeds and GPS tracking for monitoring breaks of heavy vehicle drivers for the 

purposes of fatigue management. 

 

(c) Email filters, internet monitoring software (if any). 

 

(d) Surveillance will be ongoing, or intermittent depending on the type of surveillance (for example, computer 

surveillance, if any). 

 

11.3. Surveillance information will be recorded and stored in a secure location by HiQ and may be accessed by HiQ's 

authorised representatives at a later time. 

 

12. Rationale for the use of surveillance in the workplace  

 

12.1. Workplace surveillance is used for the general security and safety of HiQ's property, premises and assets. It is 

also used for operational needs and the protection of HiQ's employees, contractors, visitors and the general 

public when at HiQ premises. 

 

12.2. While at work, employees, contractors and visitors may be under camera surveillance, such as CCTV, which may 

include surveillance capable of capturing sounds (listening devices). Sounds will only be captured where legally 

permitted and where notice has been provided. 

Camera surveillance 
 
12.3. Where cameras or CCTV are operating, HiQ will: 

 

(a) place cameras where they are visible to people in the workplace; 

 

(b) erect signs informing people who enter the workplace that camera surveillance is being carried out; and 

 

(c) from time to time, monitor and save live footage for security, safety, operational or compliance purposes.  

 

12.4. All HiQ Heavy Vehicles are equipped with cameras to monitor driver conduct, safety and alertness. Such camera 

surveillance includes forward facing cameras and a camera inside the cabin of heavy vehicles, which may record 

sounds. HiQ considers these cameras as reasonably necessary to comply with the NHVR laws and maintain 

minimum safety standards for heavy vehicle drivers. Sounds will only be captured where legally permitted and 

where notice has been provided. 

 

12.5. HiQ fleet vehicles are equipped with forward facing "dash cameras" to record road user activities, which may also 

record sounds. Sounds will only be captured where legally permitted and where notice has been provided. 

 

12.6. Surveillance will not be carried out in change rooms, toilets, showers or other bathing locations, in accordance 

with applicable criminal legislation. 
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Tracking surveillance 
 
12.7. HiQ carries out tracking surveillance for NHVR and other legislative compliance, security and safety reasons.  

 

12.8. HiQ will install visible signs in all vehicles fitted with tracking devices to inform all vehicle users that surveillance 

tracking is being carried out. 

Computer Surveillance 
 
12.9. Typically, computer surveillance is not conducted on HiQ assets.  

 

12.10. However, from time to time, HiQ may monitor usage of company systems, devices, email, internet and other 

electronic resources for business, security or compliance purposes, including the ensure that equipment is not 

being misused. 

 

12.11. Workers are reminded that computer and other electronic resources are provided for business purposes only. 

 

13. Listening devices 

 

13.1. The use of listening devices is strictly prohibited unless one of more of the following apply: 

 

(a) The person using a listening device is a party to the private conversation for their own personal use, or 

 

(b) The person using a listening device has obtained the consent of the other persons who are participants of 

the private conversation.  

 

13.2. A listening device does not include a reference to a hearing aid or similar device used by a person with impaired 

hearing to overcome the impairment. 

 

14. Use and disclosure of surveillance information 

 
14.1. Surveillance information may be used by HiQ to, but is not limited to, initiate investigations into employee or 

contractor misconduct, including serious misconduct and regulatory/statutory compliance.  

 

14.2. Surveillance information may also be used for employment disciplinary purposes as evidence of misconduct in 

accordance with any HiQ policy dealing with workplace investigations and/or grievance policies. 

 

14.3. Surveillance information may be retained and saved in accordance with this policy. In addition, surveillance 

information will be stored and destroyed in accordance with Part One of this policy. 

 

14.4. Strict limitations will be placed on accessing surveillance information, and only authorised persons will have 

access to this information. If, during a review of surveillance information, for any reason it is suspected that a 

criminal offence or employee misconduct has occurred, the appropriate law enforcement agency will be advised 

accordingly. 

 

14.5. The use of any surveillance information is not a breach of HiQ's part one of the Privacy Policy. 

 

14.6. This policy does not form part of any employment contract or independent contractor agreement. HiQ may vary, 

replace or terminate this policy at its sole discretion. 
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15. Failure to comply with the policy

15.1. Failure to comply with any part of this policy, may result in any of the following disciplinary action(s): 

(a) Further education and training;

(b) Written warning, including final written warnings;

(c) Summary dismissal;

(d) Termination of the contract for services; or

(e) Any other action that HiQ deems appropriate.

Mark Rodgers  
Chief Executive Officer 

Greg Leghissa  
Chief Operating Officer 


